YGN

GROUP Security Advisory

Burglish Chat Input Flood Vulnerability

Discovered by: dOubl3_h3lix

Date: Fri Feb 23, 2007

Threat Affected: DOS (Denial of Service), causing legitimate users unable to chat
Status: Fixed

Author: Ko Soe Min (Mark)

URL: http://www.burglish.com

Description:

Burglish Chat is the first and foremost chat that replaces users' typed Burglish
characters to Unicode Burmese font.

dOubl3_h3lix’s Last Note:

I am glad to see Mark had implemented a very good filter on inputs. Every developer
should quickly be proactive to security response like him.

POF (Proof-Of-Concept)

Screenshots were captured with the aid of my friends living at different countries. Due to
bad characters flood inputs which cause parsing errors, they can no longer able to chat.
They do not see anything in chat window and cannot even type any texts. Please see the
next pages.


http://www.burglish.com/
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